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Two minute exercise 
before we get started:

What do you want to know?
What are your most important 
digital collections?
What data do you want to have 
available in 10 years time?
What has brought you to the 
digital preservation challenge?



www.dpconline.org@williamkilbride

Digital Preservation:  
technology, information and 
content

1. Digital preservation: what’s the problem?
2. Digital preservation and digitization: planning 
preservation from the start
3. Practical wisdom: what I wish someone had told 
me before I started
4. Emerging challenges in digital preservation: 
planning for an uncertain future
5. The digital preservation community: a welcome 
and encouragement



1. Digital Preservation: What’s the Problem?
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Traditional, ‘analogue’

• Robust

• Tangible

• Independently 
understandable

• Well-developed 
approaches to preservation

• Experienced in assigning 
value
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Digital

• Ephemeral

• Need tech to interpret

• Obsolescence

• How to estimate value?

• New skills and solutions 
required 

• But also new opportunities!
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What’s at stake?

Structured and

unstructured data

Born digital and

digitised content

From Selfie stick to 
space probe

What’s your favourite digital 
object?

What’s the most important?

What digital output can you 
not live without?

What would you like to have 
available in 10 years time?

...

It includes…Office Documents

Digital Photographs

Digital Video andAudio

Grey literature

CAD Plans

Geo Mapping and GIS

Transactional Records

Spreadsheets

eBooks and eJournals

By the way that means …
Email

Web pages

Twitter

Laser Scans

MRI and CT scans

Databases

Financial data

Scientific outputs

Text and WhatsApp
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What is Digital Preservation?

“the series of managed activities necessary to 
ensure continued access to digital materials for 
as long as necessary”

(Digital Preservation Handbook)

Illustration by Jørgen Stamp digitalbevaring.dk CC BY 2.5 

Denmark
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What’s the problem?
Media failure

Media obsolescence

Software failure

Software obsolescence

Inaccessible file format

Format migration errors

Loss of media

Disaster

Broken dependency

Failure of systems integration

Data Theft

Virus or malware

Poor documentation

Poor rights management

Lost encryption key

Poor version control

Inadvertent deletion

Malicious deletion

Poor file-naming

Corruption

Link rot

…
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<Enter your details here>

…………………………………………
…………………………………………
…………………………………………

So digital preservation makes bleak reading
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In Summary

Digital materials (images, documents etc.) 
have value 
They create opportunities
...but...
Access depends on software, hardware, and 
people
…and…
Technology and people change, creating 
barriers to reuse
...therefore...
We want to protect access to the data 
So we can protects and maintain the 
opportunities for reuse and impact in the real 
world
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Digital preservation not just about technology:
Digital preservation not just about data: 
Digital preservation not just about files:

it’s about 
people and 
opportunity

Where to start?



Pause for response, questions and answers.  
Also sharing experience from the audience…



2. Digitization and Digital Preservation:
Planning for a preservable future
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For the avoidance of doubt:
Digitization is not Digital 
Preservation 
(You may need to repeat this frequently)

Digitization: The process of creating 
digital files by scanning or otherwise 
converting analogue materials.

Digital Preservation: the series of 
managed activities necessary to 
ensure continued access to digital 
materials for as long as necessary
…beyond the limits of media failure 
or technological and organisational 
change. 
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A series of activities?  So when does DP start? 
A complicated question …
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It starts early: so it involves record 
creators and managers as well as 
archivists.

In fact: if we leave all the work to 
archivists then it’s probably already 
too late

Hard message to hear: it’s likely
to be a whole organization change

Look more closely: 
Who is involved?
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…plan digital 
preservation into 
your digitization 

workflows  
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What can you do in the 
context of a digitization 
workflow to make digital 
preservation possible?

Documentation: capture metadata 
about the workflow and 
packaging it with the digital objects.

Format: pay attention to the subtle
challenges that arise from different 
types of file format.

Succession: plan from the outset 
who will look after the data once the 
active project phase is over

Use case: talk to users and track their 
changing needs and expectations

Interoperate: the more open you can 
be with the project the greater the 
long term prospect
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Deeper dive: the file formats issue…

Changing file formats
vs
‘Robust’ formats
vs
Proliferating formats
vs
Conformant data containers
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How to pick a winner ... Adoption
Dependency
Disclosure
Transparency
Metadata support
Interoperability
Complexity
Stability
Rights management

Todd, M 2009 ‘File formats for preservation’, DPC Technology Watch Report 
02/09, online at http://www.dpconline.org/advice/technology-watch-
reports.html
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How to pick a winner ...

Todd, M 2009 ‘File formats for preservation’, DPC Technology Watch Report 
02/09, online at http://www.dpconline.org/advice/technology-watch-
reports.html

beyond and potentially over-writing the criteria ...  
repository managers should align the recognition and 
weighting of criteria with a clear preservation strategy 
that articulates the purpose of the repository and the 
needs of its designated community; 
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How to pick a winner ...

Format obsolescence is not the exact 
problem, though it’s connected

Chaotic workflows and lack of capacity

The file is not the atomic unit of 
information

Content

Metadata

  Identification

  Feature extract

  Validation

Package SIP Unpackage

Content

Metadata

  Identification

  Feature extract

  Validation

Metadata ′

Producer

Consistency Ingest

Archive

Policy rules

Assessment

Policy rules

Assessment



Pause for response, questions and answers.  
Also sharing experience from the audience…



3. What I wish someone had to me:
Digital preservation in a nutshell?
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Do you want to preserve 
the content yourself?

Do you want someone else 
to preserve the content?

Approaches:
migration, emulation, virtualisation …
Standards:
METS, OAIS, PREMIS, Trusted Repository…
Technologies:
Microservices, Repositories, End to End solutions 
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Approaches

Migration:
Intervention at the data layer to ensure the 
packaging remains current
Emulation:
Intervention at the software or operating 
system layer to maintain access to applications
Virtualization:
Assembling tools on demand in a cloud 
environment to access applications and data
Hardware Museum:
Retaining old equipment to access data and 
applications
(etc!)
It’s a research topic and there may yet be new things
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Standards

Open Archival Information System:
Information model, functional model, 
environment model
PREMIS and METS:
Preservation Metadata and Packaging Standard
Trusted repository:
Validation standard
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Three parts to any solution:
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How hard can it be?

Submit

Archive Disseminate

Lavoie 2015
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OAIS:
• The Information Model is the 

more important of the three
• Designated community and 

representation information
• Inadvertently comparing 

yourself to NASA ...

Lavoie, B 2014 The Open Archival Information System Reference Model Introductory Guide 
DPC Technology Watch Report http://dx.doi.org/10.7207/twr14-02

http://dx.doi.org/10.7207/twr14-02
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Documentation

PREMIS:
Preservation Metadata Implementation 
Strategy
METS:
Metadata Encoding and Transmission 
Standard

Lavoie, B and Gartner R 2013 Preservation Metadata (2nd Edition)
DPC Technology Watch Report http://dx.doi.org/10.7207/twr13-03

http://dx.doi.org/10.7207/twr13-03
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Tools

Standalone tools:
DROID, FITS, C3PO, BagIt, VeraPDF …
Repositories:
Fedora, Duraspace, GitHub …
Registries:
ProNOM, KEEP …
End to end:
Preservica, Rosetta, RODA, Archivematica,
LibNova, Arkivum…

COPTR: The Community Owned Preservation Tools Repository
http://coptr.digipres.org/

http://coptr.digipres.org/


www.dpconline.org@williamkilbride

PRONOM and DROID on 
Characterization

… a short video



www.dpconline.org@williamkilbride

Checksums, fixity and replicated 
storage

… a short video
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Finally: a trusted repository?

CoreTrustSeal
• Lightweight self certification service for 

research archives
• Peer-review

• Based on Data Seal of Approval and 

World Data System

‘NESTOR Seal’
• 43 criteria based on DIN 31644

• External validation

• Service from nestor / DNB

Repository Audit and Certification
• ISO16363

• 3 components, 100+ metrics

• Renewable external audit
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Theorize the Change
Building Maturity

DPC Rapid Assessment Model
• How are we doing?
• How should we be doing?
• How can we move up?

NDSA Levels
• 5 functional areas
• 4 consistent steps

5 Steps Model
• Acknowledge
• Act
• Consolidate
• Institutionalize
• Externalize
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Reality of change
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This is what success will look like:
Simple; invisible; intensely clever; user-focussed

I’ve not seen one of them since 1997.  What should I do now?

Migrate Emulate

Oops!

Virtualize



Pause for response, questions and answers.  
Also sharing experience from the audience…



3. What I wish someone had to me 2:
Lived Experience
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Digital Preservation Not (Yet) Business as Usual 

Was a daunting challenge
Decade of research and development
Now a daunting challenge with jargon
Configured like a research problem:
Hyper-specializing
Poor integration with other systems
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Nook
GoogleCode
GeoCities
GoogleWave
knol

Yahoo 360
del.icio.us
MyBlogLog
BeBo
…

CORPORATE ABANDONMENT 
IS AS BIG A THREAT 

TO THE DIGITAL ESTATE 
AS OBSOLESCENCE

Friends ReUnited
Yahoo Mail Classic
Blipfoto
MySpaceBlogs
…
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…money turns out to be the major problem facing the 
future of our digital heritage. (Rosenthal 2012)

Storage capacities:
Approx 40% per annum

Data creation:
Approx 60% per annum

IT Budgets:
Approx 2% per annum



3. What I wish someone had to me 3:
Talking with your neighbours…
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Pause for response, questions and answers.  
Also sharing experience from the audience…



4. Emerging Trends: 
planning for an uncertain future
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a Universal 

declaration of 

interdependence.

or 
A universal declaration of 
interdependence.

Emerging trend one: 
the boundary of data



Cloud Computing

Cloud computing is the delivery of computing as a service rather 
than a product

6/8/2021 Virtualisation and Digital Preservation



www.dpconline.org@williamkilbride

I can no longer distinguish between 
data, information, processes, software 
and applications

The file is not the atomic unit of 
preservation: it never has been

Preservation is an evolving problem:
it’s getting harder.
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Emerging trend two: 
Digital Preservation and AI

1. AI for better digital preservation:
– ingest, automated metadata extraction, 

technology watch, risk management

2. AI as Producer
– preserving the outputs of AI

3. AI as consumer:
– machine to machine data processing, 

computational access, text mining, 
pattern recognition …

4. AI as object of preservation:
– preserving algorithm, reproducibility, POV

5. AI as target of archival disruption
– Make the ethical challenge and change 

for better AI
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Emerging trend three: 
Digital Preservation in the Carbon Economy
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Emerging trend four: 
The Digital Preservation Community is Growing

• DPC Members: 33 in 2009, 118 in 2021
• DP Awards: 1 in 2010, 7 in 2020
• DPC Staff: 2 in 2009, 10 in 2021

• More diverse
• More data 
• More complicated
• More use cases
• More regulated
• More requirements
• More demanding?
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Technology: the paradox of obsolescence

• Digital preservation systems are products of 
their own generation

• They are subject to the same processes of 
obsolescence as the objects they safeguard

• They are a contingent solution to an 
enduring problem

• The drivers of this change are outside of our 
control!!!
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Where am I going with this?

• We understand that we need to 
renew the technical infrastructure in 
response to emerging technology.  
We have been quite good at this.

• We also need to renew constantly 
the social infrastructure in which 
digital preservation occurs.  

• Especially as the community grows, 
becomes more complicated

The People
• Digital preservation is getting harder 

through time, not easier and it’s 
never really ‘done’

• Digital preservation is not an app or 
a workflow or a department

• Digital preservation is a commitment 
through time

The Technology



Pause for response, questions and answers.  
Also sharing experience from the audience…



5. Digital Preservation as Community
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... a secure digital legacy ...

The Digital Preservation Coalition
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(your logo here)
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We do 6 things …
• Advocacy
• Community engagement
• Workforce development
• Capacity Building
• Good Practice and Standards
• Management and governance
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DPC as a partner and friend!

Join us: http://www.dpconline.org/join-us

http://www.dpconline.org/join-us
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So … a warm welcome and invitation:

Let’s work 
together on this
because I want to learn from you.


